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Abstract

In recent years, there has been a growing demand for the adoption of cloud in healthcare to process
medical data. Unfortunately, this emerging new paradigm faces several challenges, as customer data is
stored on remote servers rather than on premise solutions. This is considered to be the main root cause of
the major security vulnerabilities encountered in outsourced calculations. Indeed, to solve this problem
we used encryption; customers should encode their sensitive data when considering adopting cloud
services. One of the biggest challenges is establishing controls that completely protect secret data from
insider attacks, while also supporting the computations. In addition, applying complex encryption
schemes can have a negative effect on system performance.

This study focuses in particular on homomorphic techniques and their main applications, as well as
their limitations. Unlike traditional encryption methods, homomorphic schemes are used not only to
reduce the security risks associated with cloud technology, but also to process cipher texts. However,
current efforts in this area need to be further developed to strike the right balance between privacy risks
and data utility. In this regard, we offer a hybrid approach that offers the possibility of quickly processing
health records in a secure manner. Our main contribution is the proposal of a new method based on
Hadoop MapReduce functions in conjunction with a multi-agent system to maintain data confidentiality.
In addition, and to design intelligent distributed computing for efficient management of Virtual Machine
(VM) workloads, we used a method based on the Bat Algorithm (BA).

Keywords: Cloud computing, Medical image processing, Homomorphic encryption, MapReduce,
Hadoop framework, BA algorithm

Introduction

A significant advantage of using the electronic health record (EHR) is to increase practice efficiency
and cost savings [1]. For a successful implementation of the EHR, blockchain [2] and cloud computing
[3] are the main technologies for efficiently storing, sharing and managing clinical data. The contribution
to the secure use of cloud services in an intelligent health environment is the main objective of this work.
The obvious solution to secure cloud storage is the use of classic cryptographic algorithms such as RSA
(Rivest, Shamir and Adleman), DES (Data Encryption Standard), and AES (Advanced Encryption
Standard). However, to secure the image processing process usually requires more innovative techniques
to secure cloud services. There are now a variety of methods to solve this problem, including service
oriented architecture (SOA) [4], homomorphic encryption techniques [5,6], shamir secret sharing
schemes (SSS) [7,8] and the segmentation methods [9-11]. In general, the existing approaches are not
sufficiently mature for practical uses, especially in the case of medical data with high level security
requirements. For this reason, we must take the necessary alternative measures to protect the privacy of
health data when using remote services. To a certain extent, homomorphic encryption remains the most
promising method for securing externalized data files, regardless of its shortcomings (It is still, despite
dramatic improvement over the years, incredibly slow and non-performant, making it a non-starter for
most business applications). In this regard, we provide a simple way to improve the performance of
cloud-based image processing while protecting privacy. It involves a distributed computing model with a
set of processes that cooperate to achieve a particular level of performance. In this case, the present study
deals with the use of homomorphic methods for efficient image processing in cloud-based applications,
mainly focusing on data security and privacy protection.
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In mathematics, homomorphism is essentially a map between 2 groups. At the same time, it is
designed to keep all the basic algebraic structure [12,13].

Definition 1. We assume that (G, *) represents a set G and an operation *, which combines any 2
different elements, a and b, to form another element, denoted a * b. Let’s consider 2 distinct groups (G, *)
and (H, 0), we define f () as a map from (G, *) to (H, ), called also Operation Preserving (OP) mappings.
We say that f () is homomorphism if it satisfies the following condition (1);

fO):G—H (1)
f(a*b)="Ff(a)0f(b), foralla,beG

Based on these considerations, this function is a structure preserving a map between 2 algebraic
structures as illustrated in Figure 1.

G H
f0)

- » fla)
N -
/ a*h > fla)+f(b)

f() \
b > fi(b)

Figure 1 The principle of group homomorphism.

In the context of cryptography, let E and D denote homomorphic encryption and decryption
function respectively. Given 2 plaintexts m1 and m2 and 2 corresponding ciphertexts c1=E (m1) and c2
=E (m2).

E: P — C (P the plaintext space and C the ciphertext space)
E'=D:C—P

Definition 2. A scheme is considered homomorphic with respect to an operation ¢ on P if
the relation 2 is satisfied;

D(E(m1)*E(m2)) = D(E(m10m2)) = m10m2 2)
for some operation * on C.

In practice, this technique allows a user to perform certain algebraic operations on encrypted data.
In a cloud environment, these algorithms have the potential to provide solutions that completely protect
medical data when using cloud services [14]. Simply put, they are designed to process digital data
remotely without compromising patient privacy. For example, we assume that x and y are 2 pixels of a
medical image. Ideally, we first encrypt these 2 pixel values using the public key before starting the
transfer of medical data to the public cloud. Thanks to the homomorphic properties, the arithmetic
operations performed on the original image are equivalent to another performed on the corresponding
cipher text. Therefore, applying a homomorphic encryption method in cloud applications is a promising
approach to protect the medical image while it is computed offsite, as shown in Figure 2. Note that a
public key (pk) is used for encryption, and the corresponding secret key (sk) is used for decryption.
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Figure 2 The usage of homomorphic in cloud computing.

Ideally, partially homomorphic (PH) allows only 1 operation on the encrypted pixels. In this
context, the Paillier cryptosystem [15] is used to exploit 2 pixel values in order to obtain the encrypted
result which, once decrypted, corresponds to the result of the addition operation associated with these 2
values, as shown. relation 3.

cl-c2 = (g™r!)(g™2ry) (mod n?)
cl-c2 =gm1*M2(r r,)" (mod n?) 3)
cl-c2 =E (m;+m,)

with: (g,n) is the public key, plaintext m < n, select a random r < n and split m into m;, m,.
cl, c2: ciphertexts, m;, m,: plaintexts.

Fortunately, RSA algorithm [16] offers also the possibility to perform homomorphic multiplication
on encrypted data, as shown in 4.

cl-c2=mj.m§ (mod n)
cl-c2 = (m; m,)° (mod n) 4
cl-c2 =E (m; m,, pk)

with: (e,n) is the public key, plaintext m; < n, select a random r < n and split m into m;, my.
cl, c2: ciphertexts, m;, m,: plaintexts, pk: public key.

Unlike PH (Partially Homomorphic) encryption, FHE (Fully Homomorphic Encryption) supports
various mathematical operations. It has allowed the evaluation of arbitrary circuits composed of multiple
types of gates of unbounded depth, and is the strongest notion of homomorphic encryption. There is
currently a wide range of different FHE models [17]. In this context, Gentry [18] proposes the first
conceptual scheme which solved this open problem, supporting both addition and multiplication in the
ciphertexts format. Primarily, this method is based on somewhat homomorphic (SW) schemes. Recently,
a new method based on the Gentry framework has been suggested by Dijk et al. [19] to allow calculations
on cipher texts. Among the various FHE techniques, Enhanced Homomorphic Encryption Scheme
(EHES) [20] is widely used to process cipher texts, allowing several arithmetic operations without data
decryption. This ensures that medical records are properly protected from unreliable clouds.

In light of these facts, homomorphic encryption methods would undoubtedly reduce the security
risks and potential threats associated with cloud services. Most importantly, our approach is designed to
allow a third party to process encrypted medical images without decrypting them. Here is a very simple
example, shown in Figure 3, of how the homomorphic encryption scheme might work in healthcare.
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First, we code a medical image to get an encrypted form E(x). Second, we perform pixel-based image
processing operations, such as h linear image filtering, to obtain F2(E (x), h). Finally, we use the private
key to get the processed image, i.e. y =D (F2 (E (x), h).

E()

A 4

Filtering operation with A

'

Fa(E(x), 1)
Decryption N »
v=D (F2(E(x), 7))
Classical approach Homomorphic approach

Figure 3 Image processing using homomorphic encryption.

In this article, we start with a discussion of existing research, and then we provide an analysis of
current frameworks to assess their limitations and make appropriate recommendations. In this context, the
authors of [21] present a new scheme based on homomorphic methods to process encrypted images and
prevent malicious disclosure of data. Their framework is based on the Learning With Error (LWE)
technique to improve classical homomorphic schemes. In this case, it is possible to perform basic
mathematical operations on encrypted images. Ideally, customers should encode digital recordings before
uploading them to the cloud. In the next step, users perform addition and multiplication operations on the
data stored in cloud computing. Therefore, the proposal is an adequate solution to address privacy issues
in cloud services. However, this model does not always provide satisfactory results, especially in terms of
system performance.

In [22], the authors mainly rely on the Residue Number System (RNS) technique to facilitate the
evaluation of useful mathematical functions. In essence, such a solution allows cloud providers to
perform some specific arithmetic operations on encrypted images remotely without having the private key
for decryption. In fact, the proposition is considered to be homomorphic with regard to the operations of
addition, subtraction and multiplication. Most importantly, it ensures that medical information is only
viewed by authorized users. Experiments show that the proposed techniques allow cloud providers to
apply the Sobel filter to encrypted images without decrypting them. However, the main disadvantage of
this approach is that it takes a long time to analyze digital images.

In order to show the utility of the homomorphic encryption approach, Kanithi and Latha [23] are
developing an online tool to remotely process medical images. The main goal of this solution is to
maintain confidentiality when outsourcing data processing to untrustworthy cloud providers. In this
regard, the authors use Paillier’s algorithm with Discrete Wavelet Transform (DWT) to perform efficient
data analysis. As a rule, the Paillier cryptosystem is used to make additions to encrypted values. In light
of this fact, we can quantify the approximation coefficients and then process them. The simulation results
show that this technique can perform 2-D Haar wavelet transformation (HWT) in an encrypted domain. In
the same line, it is possible to get the secret image using Paillier and IDWT (Inverse Discrete Wavelet
Transform).

In Habeep and Raj [24] develop a framework for effectively processing medical images. In this case,
their main purpose is to alleviate privacy concerns when processing data remotely. In this regard, they use
an effective approach which is generally based on the DWT / IDWT concept. Specifically, they apply this
technique in the last step to handle data expansion issues. To successfully decrypt medical records, they
use the inverse multiplicative method (MIM) to minimize quantification effects. Basically, the proposal
relies on Paillier's algorithm to calculate the encrypted images. However, this solution is designed for a
specific operation and cannot be applied in all other cases. In Yang et al. [25], the authors extend
Gentry’s homomorphic encryption to support floating-point arithmetic operations. Unlike conventional
approaches, this framework uses symmetric encryption instead of public key encryption to encode digital
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data. Based on the simulation results, the proposal prevents statistical analysis attacks from reaching
sensitive data. Given this fact, this framework can be adopted in cloud computing to process medical data.
Of course, the computation costs are the main drawback of this solution because it relies heavily on
conventional homomorphic encryption schemes.

Although homomorphic techniques appear to be a promising approach, there are only a few
successful cloud-based image processing implementations. In reality, there are still many issues facing
this new concept that hinder its adoption in processing data in cloud computing. First, the existing
schemes are not suitable for large image data, as they encrypt, in most cases, each pixel separately.
Second, these methods are designed to perform only simple, basic math operations, such as addition and
multiplication. Subsequently, developing robust real world applications using these algorithms is a
difficult task. Third, the use of homomorphic cryptosystems to encrypt health records in cloud computing
would undoubtedly have a negative impact on system performance [26].

Proposed approach

As noted above, execution time is the main negative aspect of homomorphic encryption. For this
reason, these techniques are widely used to encode only simple data like numeric values. To solve this
problem, we provide a partitioning method primarily aimed at improving performance for handling large
amounts of data. In order to increase the efficiency of the data processing, we divide the health recotds
into small portions to support a parallel environment and a distributed platform.

An overview of the proposed method

The central idea of this concept is to distribute the workload among many servers by working in
parallel on the data. In fact, managing data at scale requires a high performance-computing environment
and as a result, the cloud data center experiences high latency due to workloads [27]. Basically, trust,
speed and security are the most influential factors in selecting the right cloud service [28,29]. Thus, we
apply a homomorphic schema on each separately created share instead of the entire image to move the
workloads to the most appropriate environment. In doing so, this method would produce an encrypted
image that requires low computation time not only when encrypting data, but also during processing.
Confidentiality can be guaranteed, rendering digital recordings unreadable using homomorphic
cryptosystems. The data security block diagram of the proposed method, using the sampling technique
and the partitioner, is shown in Figure 4.
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Figure 4 Principle of the proposed method.

Then, each region will be analyzed for a separate agent. To achieve this goal, we introduce a
distributed framework based on a multi-agent system [30]. Thus, we use cooperative agents to perform a
specific operation on cloud computing [31]. Therefore, an image processing task is typically mapped to
different components of a distributed system. In this context, this platform is essentially composed of
several agents operating under the control of a defined sub-group manager. The proposed multi-agent
system architecture is divided into 3 modules: Master Manager (MA), Region Manager Agent (RMA) and
Local Agents (LA), as shown in Figure 5.
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Figure 5 Image processing using multi-agent system.

In such a concept, MA is responsible for overseeing the entire framework. In particular, it creates,
initializes or kills RMA processes. In this regard, a set of agents is dedicated to a specific generated
region. During this time, each RMA component creates and controls all local agents. In addition, effective
collaboration between RMA agents is necessary to achieve a specific goal. Finally, the LA modules
operate at the lower level of the image to perform a single medical image processing operation.

To sum up, the secret image is divided into a number of segments. In other words, every node in the
cloud platform is not able to reveal information about the secret image. At the same time, it is also useful
to perform distributed data processing. For this reason, we introduce a multi-agent system (MAS) in such
a way that each region is analyzed by a number of agents. To get the end result, we combine all the
separate intermediate results provided by different cloud providers to get the processed image.

Local Agent

Local Agent

)

Local Agent

Local Agent

Foundations of the proposed framework

For this, we use the MapReduce function to benefit from parallelism during data processing [32]. In
this model, we use the Map and Reduce functions to process a huge amount of data in parallel.
Functionally, the MapReduce function often divides the input image into independent portions so as to
apply the map function in a completely parallel fashion. In this case, the Collapse function combines all
of the values from each mapping task to perform a specific operation, and then merges all of the output
into a single file. Specifically, a reduction task uses 1 or more keys and their associated attribute values.
Therefore, the system performs the grouping operation using a dedicated key for a defined reduction task.
In this architecture, the master node is implemented to manage the Map and Reduce functions. Basically,
the master node merges files from separate map jobs that are typically dedicated to a particular shrink job,
as shown in Figure 6.
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Figure 6 Image processing using MapReduce function.

Based on these considerations, we rely on the Hadoop system to develop secure applications for
medical image processing in cloud computing. It achieves this goal by using the Hadoop Distributed File
System (HDFS) to save files to various nodes. In this scenario, users upload their digital data to HDFS for
processing. To do this, we rely on the MapReduce program to manage input health records very
efficiently [33]. First of all, we have divided the secret medical image into several parts. Second, we
configure the Map function to encrypt separate regions using homomorphic encryption. Third, we process
each small image file. Finally, we combine these intermediate files using the Reduce function to get the
processed image. The principle of the proposed framework is presented in Figure 7.

Input Medical Tmage
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v

Figure 7 Image processing using Hadoop system.

Essentially, Hadoop Image Processing Interface (HIPI) [34] is an efficient image processing library
designed for use with Apache Hadoop MapReduce for parallel programming tasks. The main goal of this
solution is to provide a highly parallel distributed framework. Of course, this would improve the
performance of the system by distributing the tasks among the various cloud servers available.
Since the cloud includes multiple virtual machines (VMs), we suggest using nature-inspired techniques
for efficient load balancing of tasks on VMs available in cloud computing. In this regard, particle swarm
optimization (PSO), genetic algorithms (GA) and artificial bee colony (ABC) algorithms, BA algorithm
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are widely used to improve the workload of hosting server. These methods, in particular ABC, are heavily
based on a virtual machine policy to improve load balancing performance and avoid server overload [35].
Concretely, we rely on the BA-based approach [36], presented in [36] to select the appropriate VM
instance for each task and assign a server present in the optimal cluster. Accordingly, the fitness function
g () for each task K with the sizes SZk on the jth VM is based on the runtime (ETkj) and the cost of
execution (ECKkj), as shown by equation [37].

9(k,j) = a ETy; + (1 — a)ECy; )
SZ,

BT = Zp,
ETy,

ECy = — 7 % CO;

where a is a time-cost balance factor in a range of [0 1]; COj refers to the cost of the type-j VM instance
for a unit time (4).

Technically, the proposed solution is composed of 3 main components: Clients, datacenter, smart
load balancing module, as shown in Figure 8.

Client's Data Smart Joad halancing module
data center
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g Virtual Machi
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o
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Figure 8 Load balancing policy.

Functionally, the intelligent module acquires information from client data and active servers. This
useful information is used to calculate the fitness function. Therefore, the VMM module selects the
appropriate virtual machine for each task. For this purpose, the VMM module is designed to continuously
monitor changes in the active virtual machine, as well as task requests.

Based on these measurements, our proposal can be used to solve the runtime problem in
homomorphic encryption. This would significantly improve the Quality of Service (QoS) in cloud
services.

Conclusions

Using cloud services to analyze medical images is a new approach whereby the necessary imaging
tools are provided to customers. This is because physicians rely on remote cloud applications rather than
on-premise solutions. Therefore, this concept is an effective method that offers both cost savings and
productivity gains. In fact, the key goal of cloud computing is to outsource IT services to an external third
party. Despite its significant economic benefits, data privacy is a serious issue to consider. To this end,
various techniques have been proposed to overcome this challenge. Homomorphic encryption is one. This
study aims to explore the opportunities and obstacles to using this type of encryption for cloud-based
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image processing. Apart from the homomorphic encryption still encounters several problems, in
particular as regards the computation costs. In fact, this limiting factor has negative effects on the
practical utility of cloud services. For this reason, we have proposed a new approach to secure the
processing of externalized medical images via homomorphic encryption. Specifically, we used the
partition technique with a multi-agent system to meet security and confidentiality requirements. The key
idea of this solution was to split the input image into several small parts before encrypting them. In this
case, we used the multi-agent system to support distributed data processing. Consequently, each region
generated is analyzed by a set of agents belonging to a multi-agent system. To implement this solution,
we proposed the Hadoop framework. In this case, we have used the MapReduce function to divide each
task into several small tasks (subtask) in parallel to improve system performance. In addition, we have
introduced a BA-based method to ensure efficient management of VM workload. Therefore, the proposal
aims to strengthen the homomorphic approach in cloud services by ensuring both security and
performance. As perspectives, we plan to test the proposed framework using the Paillier algorithm for
encrypting medical images and the BA-based method for load balancing.
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